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Project Title: «VMA4SEC - \Vulnerability Elimination Toolkit for Secure Software
Development»

Project Summary:

The Centre for Research and Technology Hellas (CERTH) participates in the “Central
Macedonia” Program under the NSRF 2021-2027, through the Action "Innovation Investment
Plans," co-funded by the European Union and National Resources.

The project VMASEC aims to provide computer-assisted software technology tools to address
the lengthy, tedious, and error-prone Verification and Validation (V&V) process, and to
minimize the development time and associated costs in the creation of safety-critical software
products.

Indicative expected impact of this project, through the interventions it introduces, are:

e Strategic Impact and benefits:

a. Support for the secure software development process and improvement of the
security of produced software

b. Reduction in the time and cost of secure software development

¢. Provision of an innovative vulnerability prediction model

d. Introduction of an innovative toolkit for evaluating software security

e Impact and benefits for beneficiaries: The company that participates in the project are
expected to significantly enhance their techniques for security evaluation and vulnerability
prediction. They are also expected to benefit from utilizing the developed toolkit to
improve the security of their software products, thereby boosting their competitiveness.
Additionally, they can expand their offerings in software evaluation and validation services
to clients by incorporating the project’s innovations.

e Economic/employment impact and benefits: The project is expected to lead to increased
employment in high-tech sectors. Furthermore, through the planned tools, it will
contribute significantly to accelerating the software development process and reducing
the time required for commercial release of software products.



e Social/Environmental impact and benefits: Living in a secure environment is essential and
a fundamental right for every European citizen. As European safety standards and security
guidelines continue to evolve and update, secure software systems—which have a
profound impact on quality of life, property, and the environment—are becoming
increasingly critical and complex. Moreover, by minimizing the software development
time, the project indirectly contributes to reducing the corresponding environmental
footprint, with profound benefits for the environment.

The main project goal is to minimize the development time and associated costs in the process
of secure software development, through appropriate tools and an innovative hierarchical
Security Evaluation Model that enables fully automated and reliable security assessment of
software products based on historical data.

Total Project Budget: 338.600,00€

CERTH Budget: 145.600,00€



