EONIKO KENTPO EPEYNAZ KAI TEXNOAOIKHZ ANANTY=ZHZ (E.K.E.T.A.)/
IvoTiTouTo Biwoiung KivntikétnTtag kai Aiktowv Metagopwyv (IMET)

ABrva, 15-04-2020
Ap1Bu. Mpwrt.: 001061

NMPO2KAHZH ENAIAGEPONTOZ KAI KATAOEZH2 MPOZ®OPQON
A THN ANAGEZH TH2 NMPOMHOEIAZ

«Ymnpeoisg rexvikng urmroornpiéng Siktuou ypagsiwv rou EKETA/IMET oro Mapouaoi ATTIKIC»

To EBvik6 Kévtpo ‘Epeuvag kai Texvohoyikng Avartuéng (EKETA) / IvoTitouTo Biwoiung Kivntikotntag
Kal Aiktowv Metagopwyv (IMET), vopikd TpoowTro 181wTIKOU dikaiou, un KEPOOOKOTTIKOU XOPAKTAPAQ,
Tou €edpelel ot Ofpun Oeooalovikng, 60 XAU. Odou Xapihdou-Ofépung, TIPOOKOAEI KABE
evOIAPEPOUEVO (PUTIKO A VOUIKS TTIPOOWTTO, | EVWOEIG Kal KOIVOTTPAEieg auTwyv) va UTTORAAEI TTpOTOCN
— TTPOCYoPd, PN deCHEUTIKN yia To EKETA, oUp@wva Pe TIG TEXVIKEG TTPOBIAYPAPES TNG TTAPOUCOG
TPOOKANONG, yia TNV avabeon TnG TTPoPNOEIag :

«Ymnpeoisg rexvikng urroornpiéng OikTuou ypagsiwv rou EKETA/IMET oto Mapouaoi ATTIKIC»

H ouvoAikr) datrdvn Tng TTpounBeiag dev Tpétel va utrepBaivel TIG emTd XIAIGdeg eupw (7.000,00 €)
Hn oupTtrepiAapBavopévou Tou OIMA.

O1 utoyn@iol Ba TIPETTEl va €XOUV  OTTOOEDEIVMEVN ETTAYYEAMATIKA EUTTEIPIO 0TV  UAOTTOINGN
QVTIOTOIXWV TTPOPNBEIWV Kal N TTPOooPopd Toug va TTANpoi TIG Texvikég MpodiaypagEég Tng TTapoloag
MpbéokAnong.

O1 evdlagpepduevol TTapakaAouvTal OTTwG UTTOBAAOUV KAEIOTO (O@pPayIoPEVO) @AKEAD Eyypagng
TTPOCQPOPAG, YIO TO GUVOAO TNngG TTPOUABEIAG, TTOU ATTOTEAEI QVTIKEINEVO TNG TTapoUcag TTPOCKANGNG
OTTWG TTPoadiopileTal EI0IKOTEPA ATIG TEXVIKEC TTPOJIAYPAPES AUTHG WE Ta EEAG OTOIXEIA:

NMPOZPOPA yia

«Ymnpeoisg rexvikng umroornpiéng dikTuou ypageiwv tou EKETA/IMET oro Mapouoi ATTikic»

O1 Tpoo@opég TTpETTel va UTToBANBoUV péxpl Tnv TeTdpTn, 22 AtrpiAiou 2020 kai wpa 3:00 pyp oTnV
akoAoubn dievBuvon:

IMET ABnva: AlyiaAcgiag 52, 15125 Mapouai ATTIKAG
Npaupateia IMET
YT1reuBuvog TrapaAapng Tpoo@opwv: ka Bit{nAaiou KaAMidTn, TnA. +30 211 1069599

MNa ™ AQn NG TEAIKAG atTdé@aoNG Kal ETTIAOYAG, METAEU TWV TTPOCPOPWY TTOU TTANPOUV TIG TEXVIKEG
mpodiaypagég TnG TTapouoag MNMpdokAnong, Ba cuvekTiunBouv:

a) To UYog TNG OIKOVOUIKAG TTPOCPOPAS

B) H TTAnpoTNTA KAl apTIOTNTA TNG TTPOTACNG

Y) H TEXVIKA Kal eTTayYEAPATIKA IKOVOTNTA TWV UTTOWNQiWwV
0) H diapkeia eyyunong (epdoov TTapéxeTai)

€) H diaBeoipoTnTa

oT1) O xpdvog TTapddoong

H uttoBoAr] Tng TTPoa@Oopdg GUVETTAYETAI TNV TTAAPN KAl AVETTIQUAOKTN aTTod0XM aTTé TOV UTTOWN QIO
Avadoxo 6AwvV Twv 6pwv TNG TTapolaag TTPOCKANCNG.

O Avadoxog Tpiv TNV uttoypa®n Tng oupPBacng ) Tnv avdbeon utroxpeoUTal va TTPOCKOUIOE:
a) Y1reuBuvn ARAwon o1 dev ouvTpEXOUV yia Tov Avadoxo ol Adyol atrokAEIouoU Tou apBpou 73
trap. 1 Tou N. 4412/2016, 6TTwg £Xel TpOTTOTTOINGET KAl 1I0XUEL.
H w¢ dvw Y1euBbuvn AAAwon utToypAaQETal, KATA TTEPITITWOTN, WG £ENG:



i) TNV TTEPITITWON QUOCIKOU TTPOCWTTOU, ATTd TO YUOIKSG TIPOCWTTO, ii) ZTnVv TepiTTwon E.M.E.,
I.K.E., O.E. kai E.E. a1md Toug dIaXeIpIOTEG, iii) 2NV TrepiTwon A.E. atmd Tov ekrpdowTto Tng. Qg
EKTTPOOWTTOG VOEITAI O VOUIUOG EKTTPOCWTTOG QUTAG, OTTWG TTPOKUTITEI ATTO TO 1I0KUOV KATAOTATIKO
Il TO TTPAKTIKO EKTTPOCWTINGCAG TNG KATA TO XpOVO UTTOROANG TNG TTPOCPOPAS 1) aitTnong
OUMMETOXNAG 1 TO appuodiwg £E0UCIOBOTNUEVO PUOIKO TTPOCWTTO VA EKTTPOCWTTEI AUTHV yId
diadIkaoieg auvayng cuPBAcewy M yia cUyKekpipévn diadikaoia ouvayng oluBaang, iv) e KGBe
GAAN TTEPITITWON VOUIKOU TTPOCWTTOU TO/ToUG VOUIMo/oug ekTTpdowTTo/oug Tou,'

B) TeAeutaia TpoTToTTOINON TOU KOTOOTATIKOU TnG €Taipeiag A otmolodATToTE GAAO €TTioNUO
VOUIMOTTOINTIKO £yypa@O aTTd TO OTTOI0 TTPOKUTITEI O VOUIUOG EKTTPOCWTTOC TNG ETAIPEIAG, £QOCOV O
TIPOCPEPWY Eival VOUIKO TTPOCWTTO

y) ®opoAoyikA evnuepOTNTA G€ 1I0XU

0) ACQOAAIOTIKA evnuUEPOTNTA O€ IOXU

€) Otoi0dnTToTE AAAO SIKaIOAOYNTIKO TUXOV ¢nTNOEi atrd Tnv AvaBétouoa Apxr oTa TTAaioia
EQAPPOYNS TNG IoxUoucag Trepi dnuoaciwv cuppacewy vouobeaiag.

Tov Avéadoyo Bapuvouv o1 akOAouBEeg KPATATEIG:
a) O TTPOoLAETTOPEVOS POPOG EICODAUATOG
B) Kpdatnon Uwoug 0,06%, utrép NG Apxng E&étaong lMpodikaoTikwv Mpoouywyv (AEMM), n
otroia €MPBAAAETaI €TTi TNG OUVOAIKNG a&iag KABE apXIKNG, TPOTTOTTOINTIKAG ] CUUTTANPWHATIKAG
ouppaong Tpo Popwv Kal kpatAoewv (apBpo 350 map. 3 N. 4412/2016 & K.Y.A. 1191/2017 ®EK
969 B'/22-03-2017). Emi tng mapamdvw kpdtnong empBaAAeTar TEAOG xapTooruou 3%, TTAéov
el0@opag utrép OIA TTocoaTol 20%, uttoAoyI{OuEVOU £TTi TO TEAOG XAPTOOT|OU.
y) Kpdatnon uUwoug 0,07% utép Tng Ewviaiag Avegdptntng Apxng Anupociwv Zuppdocwv
(EAAAHZY), n omoia utroAoyietan emi TG agiag, xwpic PrA, tng apxikAg kKar KAEOe
OupuTTANpWaTIKAG ouppaong (dpbpo 4 trap. 3 Tou N. 4013/2011, OTTWG TPOTTOTTOINONKE KAl I0XUEI
& Y.A. 3491/2017 ®EK B 1992/9.6.2017). Emi tng Tapamdvw Kpdtnong emBAAAETalI TEAOG
xapToonpou 3%, TAéov elo@opds utrép OFA moocootol 20%, utroAoyi{duevou €T TO TEAOG
XOPTOGCHOU.

>ToIxeia emKoIVwviag yia TTAnpogopieg kal dieukpivioelg: Bit¢nAaiou KaAhidtn TnA. +30 211 1069599,
fax +30 210 6533031, email: pvitzilaiou@certh.gr

MNa 1o EKETA/IMET

Mrtrekidpng Eudiyyehog
AiguBuvtng IMET

" H utroxpéwan NG pn ouvdpoung Twv AGywv aTrokKAEIGHOU TNG Trapaypd@ou 1 Tou GpBpou 73 Tou N. 4412/2016 agopd aa)
oTig mepimTwoelg E.N.E., LK.E. kai rpoowTtikwyv etaipeiwv (O.E. kai E.E.), Toug diaxeipioTéS , BR) OTIG TTEPITITWOEIG AVWVUINWY
etaipeiwv (A.E.), Tov AlcuBuvovTta ZUpBoulo, KabBwg Kal OAa Ta péAn Tou AloiknTikoU ZupBouAiou



MNEPIFPA®H EPIOY — TEXNIKEZ NMPOAIATPA®EZ

To IvoTitouTo Biwaoiung Kivnmikdtntag kar Aiktowv Metagopwv (IMET) Tou EBvikoU Kévtpou
‘Epeuvag kai TexvohoyikAg Avamtuéng (EKETA), TrpokeiTal va avabéael Tnv TTapoxr UTTNPECIWY
TexVvIKAG uTTOOTAPIENG BIKTUOU TWV ypageiwv Tou oTto Mapoucoi ATTIKAG, CUPQWVA PE TOUG
KATWTEPW OPOUG KAl TTPOBIAYPOPEG:

To épyo Tou avaddxou Kail Ta KaBrkovTa autou TTEPIyPA@ovTal WG aKOAOUBWG:

o 'EAegyxog — ZuvtApnon - (ETmokeur O0TTou gival €QIKTO) evepyoU eEOTTAIGHOU OIKTUOU
utToAoyIoTWYV Kai Trepipepelakwy (Routers-Switches-Wireless access points).

o ’'EAeyxog KaAng Aecitoupyiag - lNapaperpotroinon uttoAoyioTwy & OIAKOUIOTWY O€
mepIBAAAov Microsoft.

e EykartdoTaon & mapapeTpotroinan antivirus software d1aKOUIOTWY & UTTOAOYIOTWV.

o 'EAeyxog KaAng AsiToupyiag kai TrTapapeTpoTroinon mpooBaong Internet.

o Eykardotaon — ‘EAeyxog — TMapaperpotroinon Firewall & VPN ouvdeong yia
QTTOUAKPUOUEVO EAEYXO BIOKOUIOTWY KOl UTTOAOYIOTWV.

e [levidwpn QUOIKA TTapouadia OTIG eykaTaoTdcelg TG Avabétouaag Apxng, Tpeig (3)
nNUéEPES TNV €POOAGdA.

To diktuo TrepIAapPavel 2 exwploTd subnets ammd 15 utroAoyioTéEG Kal 1 SIAKOUIOTH HE
uttnpeoieg: Active directory-DNS-DHCP-File server-Backup kai a1ré éva router pe 2 ypaupég
Internet avd subnet.

AvTaTTOKPION TWV TEXVIKWVY € BAGRN TPEIG (3) WpES atrd TNV KAACN YIa OeUTEPEUOVTA EEOTTAICHUO
(MpoowTrikoi uttoAoyioTéG & Mepipepeiakd) kal pia (1) wpa yia KPioIua cuoTAUATa OTTWG
OlakouIoTEG - Routers — Switches.

H T1exviky TTpoo@opd Oa Trpérmel va TTEPIAAUPAVEI CUOTATIKEG ETTIOTOAEG ammd duo (2)
TOUAAXIOTOV CUVEPYATIEG.

Algpkela épyou: Awdeka (12) uriveg atmod TV nUEPONNVIa UTTOYPA®AG TNG auuBacng

Enionuaivetal 0TI ol avwTépw npodiaypa®ec kabopilouv TIC €AdXIOTEC ANAITROEIC TWV
{NTOUNEVMV UNNPECIWV Kal, TUVENWG, NPOCPOPEC E EMMAEOV NPOTPEPOHEVA XAPAKTNPIOTIKA,
népav TwV avwTEPw, OV anoppinTovTal, aAAd CUVEKTIM®VTAI, Uuno Tnv npolnobean OTI ival
oTa nAdioia Tou avwTaTou npolnoAoyiopou TnG napouoag MNpdokAnonc.

YITOoXpPEWOEIC TOU avadoxou

1. O avadoxog ogeilel va Aaupdvel OAa Ta atrapaiTnTa JETPA KATA TN SIGPKEIN TWV EPYATIWV
TOU VYIO TRV TTPOOTOCIA TOOO TOU TTPOCWTTIKOU KAl TWV CUVEPYATWY Tou, 600 Kal TOU
TIPOCWTTIKOU KAl TWV TTPAYMATWY Kal €YKATAOTACEWV TNG AvaBétouoag ApxnG.

2. To epyaTikd TTPOCWTTIKO TTOU TUXOV Ba xpnoiuoTToicel o avadoxog Ba gupioketal kai Ba
epyadetal vopipwg otnv EANGSA.

3. O avadoxog Tou £pyou gival UTTEUBUVOG yia TNV ag@AAIon Tou 180U Kal TOU TIPOCWTTIKOU
TToU Ba xpnoiyoTroifael KABOAN TN SIGPKEIA TwV CUUBATIKWY TOU UTTOXPEWOEWY WE TNV
AvaBétouoa Apxn kai Tov BapUvouv KABe €idoug apoIBEG, aoPONIOTIKEG EI0POPES Kal
amolnuUILCEIG TOU 18i0U Kal Tou TTPoowTTIKoU Tou. H AvaBétouaa Apxr dev euBlveTtal yia
TNV AOQAAEIQ KAl TO PETPA TTPOCTACIAG TTOU APOPOUV TO TIPOCWTTIKO TOU avadOxXou KaTd
TNV EPYOCIa TOU KAI TNV €V YEVEI TTAPAUOVH TOU OTOV XWPO EKTEAECNG TWV EPYATIWY TOU.



4. O Avddoxog eival uttelBuvog yia Tn CUPPOpPWan o€ KABe €idoug TTaparnprocig mou Ba
Tou uTrodelxBouv atd TNV AvaBitouoa Apxrh, OCUPQWVO PE TNV AVWTEPW TEXVIK
TTEPIYPA®N KA TIG €V YEVEI CUUPBATIKEG TOU UTTOXPEWOTEIG.

5. O Avadoxog euBuvetal yia KGBe ¢nuia ) BAGRN TTpocwTTwy A TTpaypdTwy TG AvabéTouaag
Apxnig kal yia Tnv atmokardoTtaon kaBe Tétolag PBAABRNG f {nuiag TTou evOEXeETal va
TTPOKANBEI KaTd TNV EKTEAEON TWV EPYAOCIWY ATTO TOV AvAdOoX0 i TOUG CUVEPYATEG TOou, £¢'
6oov o@eileTal o€ TTPAEN 1 TTAPAAEIYN AUTWV.

H npoogopd nou Ba kaTtaTtedei Ba npénel va gival avaAuTikr, e EVOEIEN TOU NPOCPEPOUEVOU
TIUAMPATOC GUVOAIKA (TIUN Xwpic ®IA, Tov avaloyouvta OA kai Tiun Ye OrA) yia TIG avwTEP®
unnpecieG. Mpoo@opec nou Ba nepIAAPBAvVOUV TUNMA HOVO TwV EMIYEPOUG {NTOUMEVWV
unnpeaiwv Ba anoppinTovTal.

O unoyndlot otnv mpoodopd toug Ba mpémel va mepAappdavouv Kot eAA)LOTO T
TOPOKATW:

Meplypadr mpoodepOUEVWVY UTINPECLWV

Tpomo uAomoinong Twv E£pyaclwv TOU amaltolvIal ylwa thv ulomoinon Ttou
OVTLKELWEVOU TNG TapoUoag

YrievBuvn AnAwon otL mMAnpouvtoaL 6AoL oL 6poL TNG TapPovang

T npoodopdg, Tov avaloyouvta OMNA Kot T mTpoodopdg cUUMEPAAUBAVOEVOU
tou ONA yLa To 6UVOAO TwV {NTOUEVWY UTINPECLWV

XpovodLdypappa UAOTIOLNONG TOU QVILKELLEVOU TNE TAPoUoag

JUOTATIKEG EMLOTOAEG aTto 800 (2) TOUAAXLOTOV CUVEPYAGLEG TNG TEAEUTALAC TPLETLOC



